Abstract
Introduction
Electronic commerce, which is commonly known as e-commerce or e-Commerce, consists of the buying and selling of goods or services electronically over systems such as the Internet and any other computer networks. Due to widespread Internet usage, the amount of trade conducted electronically has increased extraordinarily. The use of commerce can be understood in this way, supply chain management, spurring and drawing on innovations in electronic funds transfer, internet marketing, and online transaction processing, electronic data interchange (EDI), inventory management systems, and automated data collection systems. Present day electronic commerce typically uses the World Wide Web at some point in the transaction's lifecycle, although it can encompass a wider range of technologies such as e-mail as well. Companies like Apple, Microsoft, Dell, HP, Transcend etc sell their products online to the clients directly through their online store. People can buy products directly from the manufacturers and suppliers whereas the Small Medium and Micro Enterprises (SMME) are not able to sell their products in the similar way to that of MNCs i.e. by creating their own online stores. An online store provides a trust among the buyers to believe and purchase the products at high level. A web service is defined "as a software system designed to support interoperable machine-to-machine interaction over a network". It is currently the main implementation technology for Service-Oriented Architecture. It provides an interface which is described in a machine-processable format called Web Services Description Language (WSDL). WSDL is Web services are provided by the application service providers. Different heterogeneous systems in the network interact with the web service in a manner prescribed by its description using SOAP (Simple Object Access Protocol) messages. A SOAP message is an XML representation of a method call. It is important that it has independence from programming languages. It is typically conveyed using HTTP with an XML serialization in conjunction with other web-related standards. Web services are the Internet Application Programming Interfaces (API) which can be accessed over any network, such as the Internet or World Wide Web, and can be executed on a remote system that hosts the requested services. Authorization is the method of providing different access rights to different users for the resources, which are mostly related to information security and computer security in general and to provide an access control in particular. More formally, it can be said as to authorize is to define an access policy for a specific user. Digital identity refers to the aspect of digital technology that is concerned with the representation of people's online equivalent in online transactions and mediation of people's experience of their own identity and the identity of other people and things. In cryptography, a certificate authority or certification authority (CA) is the entity that issues digital certificates for use by other parties. It can be considered as an example of a trusted third party. This provides the trust worthiness for the user on the service provided. CA's are the basic characteristic of many public key infrastructure (PKI) schemes. There are many commercial CA's that charge for their services. Whereas, there are also several providers issuing digital certificates to the public at no cost. Institutions and governments have their own CA's.
Related Work
A business model helps in taking away some costly business activities in the value chain, which include advertising, negotiations, ordering, payment and delivery, and assigning them to cybermediaries (e-brokers). This results in decreased involvement of intermediaries in the business process and so the supplier gets more profit. [4] Presents a new business model that gives the resource constrained SMMEs, the necessary capacity to trade competitively on the global market places. This model is a hybrid model of two e-broker models, the virtual community model and the third-party ebroker model. Here, the suppliers form a virtual community to share ICT infrastructures and the cybermediaries come in as the third parties. This business model also contributes towards opening of the numerous opportunities for various new business entities which can act as cybermediaries. Also, the need for delivery of the products sold through the cybermediaries provides business opportunities for companies in freight services industry. ARP Spoofing Detection Technique can be used which actively detects MAC Spoofing in LAN or Internet. [5] Explains how the detection of ARP spoofing is done instantly. And it also provides deduction of other common network attacks like Sniffing, Denial of Service, and Man in the Middle etc. Online payment systems have become increasingly popular due to the widespread use of the internet-based shopping and banking. The ultimate vision for online payments is to provide a system where there exists privacy for information and to ensure that only those parties which require an access to it are only able to obtain the access. Thus it also creates an environment in which every party can trust the identity of all other parties. Also there is a need for the individuals to be able to authorize the transactions. All these concerns are addressed by the SET (Secure Electronic Transactions) standards. [3] Gives a good framework for understanding the issues in online payments and the key technological components that can meet them. [1] SET is a collection of technical specifications jointly owned by visa and master card. Technical input was provided by GTE, IBM, Microsoft, RSA, SAIC and VeriSign. SET makes use of Heavy Security technologies including certification and digital signatures. [2] Explains all the important concepts related to web service and [6] explains in detail about Web Services Architecture. It identifies the functional components and defines the relationships among those components that affect the desired properties of the overall architecture.
Our Approach
The systems in a network are connected to the server which provides service for both the suppliers and the customers who purchase the products. The suppliers are asked to create an account on the website which will help the supplier to add products. Here, they will be authenticated by using their MAC address, which is considered as the digital identity. The details are entered into the database using SQL queries. Then the data entered will be stored into the supplier's database and the products are sold by any of the cybermediaries who are authorized to sell the products online. The access to the data is provided by the supplier's site with the help of a web service. The entries in supplier's database are converted into XML format and are sent to the cybermediaries on demand. The online sellers can use shopping cart technology to hold the data items which would be purchased by the customer and then generates invoice on confirmation. It is then redirected to the PayPal website to ensure a safe electronic transaction. The interaction between the supplier's site and the cybermediaries is always passive which means that, they are connected to each other only when required. The payment to the supplier is paid from the cybermediaries through the details that reside in the database which provides an environment for the suppliers to sell their products online.
Implementation

Architecture Design
The general e-Commerce architecture comprises of the three layers where the top layer provides the interface to add the products to sell and the bottom layer presents an interface to sell those products. The middle layer performs operations behind which stores and retrieves data from the database. In our e-Commerce model, which is shown below [Fig 1] , a little modification is provided in the middle layer. Since the top and bottom layer of the model are not the same service providers. The top layer is the supplier's layer where the web interface is provided for the SMME to add their products to sell online. The bottom layer is divided into two divisions where a cybermediary layer is included to mention that the suppliers and online sellers are different. Cybermediaries are nothing but the website on World Wide Web (WWW) who sells the products and delivers those in time. The second division is the customer layer where the customers who wish to get the service from the cybermediaries to purchase products from the manufacturers with high trust reside. The middle layer is highly modified where it is split into two halves, one provides a web interface for the SMME to add their products and the other provides a web service to all cybermediaries to get the product details. Two processors perform the required task behind; they are the SQL and XML query processor. SQL query processor performs basic insertion and deletion of data with database. XML query processor converts the data retrieved by the SQL query processor in to a XML document. 
Design of Websites
Suppliers Website
This website is highly confidential and provides a platform for the owners of the SMME to add their products. This site will also provide the database details to other cybermediaries to help them in selling those products.
Web Interface
The first task to be done is to get the service from the ak.suppliers site which is the owner of the SMME and have to register first. The registration process gets the important details from the supplier such as TIN (TAX INFORMATION NETWORK) number which is unique and provided by the central government. This alone is not enough to authorize the supplier. A certificate is required which is generated on the client machine and the service is provided from the site to download an exe file. On executing the exe file, a certificate file is created and then is requested to upload it to complete their registration.
Once the registration is completed the supplier is verified and account is activated. From then they can access the service provided by the website. First, they have to login using their TIN number and password. The server checks the credentials entered and then generates a random value which will be encrypted using the clients MAC address obtained from the certificate uploaded by the client. The supplier is requested to enter the decrypted value and then that is verified with the value that was encrypted to authorize the user.
Then, the supplier is recognized and redirected to the control panel which allows the supplier to perform various operations such as adding, editing and deleting a product for sale. It also allows viewing the reports based on request, either total or product wise. The suppliers can successfully logout at any point of usage. The entire process is depicted in the following sequence diagram [Fig 2] . 
MAC Authorization
The user who logs in can be easily authenticated using the login details but where as to authorize the user it needs some more operations. Authorization generally takes place by verifying the certificate with the hash code or using the digital identity. Digital identity uses the biometrics since it is always unique but it is costly. A new technique is implemented in this paper, i.e. the concept of using the MAC address for the digital identity purpose.
The drawbacks of using the MAC address for recognition is the problem of MAC spoofing. Two kinds of spoofing can occur. One is, changing the MAC address while transmitting over the network and the other is, change of MAC address on their system itself. In the solution provided, we also recovered both the problems faced in the spoofing.
Firstly, the client opens the login page and enters the login details; we encrypt using the MAC address and send to the client window. Now the client has to decrypt the encrypted text and then enter the value thus obtained. The entire task is explained in the following sequence diagram [Fig 3] .This ensures that we overcome the first kind of MAC spoofing and thus it helps us to use the MAC address as digital identity for authorization purposes. 
Web Service
This part is very important which makes the transfer of details about the products easy, faster and reliably. A web service provides a service on the supplier site which receives requests from the other cybermediaries and responds to them efficiently. The reply by this web service is just the path of the XML path, which is required. XML doc is generated and kept in common place to access it.
The sample format of the XML file is as follows [Fig 4] . 
Consumers Website
Consumer website in our paper is nothing but the cybermediaries who sells the product and take care of shipping and delivery. The following section gives the basic processes and important information required to establish a web interface to sell the products.
Web Interface
This section explains about the activities carried out in the consumer website (Kumash BAY), the flow of the control with the interface and the basic operations carried on behind.
The below diagram [ Fig 5] explains about the flow of control on the client side. Firstly, they are asked to register with their login and address of delivery. Once successfully registered they will be able to browse for products and can buy. The products are categorized for easy navigation and once they like the product, they can add that product to their shopping cart. This shopping cart is created on client side once they log in and is destroyed once they log off. Every item they add to the cart allows either increasing or decreasing of the quantity of that particular product.
Figure 5: Sequence Diagram of Customers
Once the shopping is over the client can view the cart also any time and can check if they are satisfied with the products and their prices. Once they check the details and are satisfied, it is followed by the verification of address and they can now go for payment. The following figure [Fig 6] shows the MAC address verification screen. In this demonstration we used the electronic payment gateway PayPal and the shopping cart is transferred securely to the PayPal site. In that site the users can finally verify their cart and then they have to login with their PayPal account. The site takes care of secure transaction of the amount to the suppliers account. It has been linked with many popular credit card services such as Visa, Master Card and American express.
DB Schema
The DB schema shown [Fig 7] gives the ER diagrammatic representation of the relationships among the suppliers and the different kinds of products. It is a simple and small schema which can be extended to higher levels. In this schema, the product is the top table and has many dimension tables such as cell phones, computers, and books. These can be further divided into many sub tables such as journals, magazines under the books category. The fields in each table can also be extended if the requirements demand.
The schema shown in [Fig 7] belongs to the supplier's site and only the customers database is enough for the kumash bay site if needed more detailed information can be also added. 
Future Extension
In the paper we explained and have implemented the PayPal for the online payment. Also it can be extended in order to accept different online payment providers, so that it will improve the online payment process and makes the customer's job more flexible. And when a supplier wants to change his system, it results in change of the MAC address as it varies from system to system and is unique. So he might not be able to login. This issue can solved by providing an option of "change of system", in which we get a secrete question. If the person provides the correct answer, we then get the new system's MAC Address and replace the old one. Since the suppliers are mostly organizations the change of system problem won't occur frequently.
Conclusion
The e-commerce model proposed here have more advantages then the previous models since Small, Micro and Medium Enterprises (SMMEs) have direct access to global market for their products. This proposed study of "MAC Address as Digital Identity", helped us to understand the concept of using MAC Address as a Digital Identity. It is easy to implement without using any special hardware and it requires just an Ethernet card or wireless card which is used to connect to internet. This helps us to implement digital identity without using any bio metric devices in a cost effective way.
